PRIVACY POLICY IDENTITY PROVIDER (IdP)

Pursuant to Art. 13 of Regulation (EU) 2016/679 and Legislative Decree 196/2003 and
subsequent amendments .

Magna Graecia University of Catanzaro to access federated resources using their institutional
credentials.

The Federated Authentication Service is responsible for authenticating the user and issuing an
authentication token and, if requested, a minimum set of data for accessing the Resource.

DATA CONTROLLER

The Data Controller is the Magna Graecia University of Catanzaro, in the person of the Magnificent
Rector, headquarters Viale Europa — 88100 Catanzaro (CZ) PI 02157060795 - CF 97026980793, e-
mail rettore@unicz.it , PEC: protocollo@cert.unicz.it

The Data Protection Officer can be contacted at the email address dpo@unicz.it

DATA CONTROLLER

The person responsible for data processing is the CINECA Interuniversity Consortium with
registered office in Via Magnanelli n. 6/3, CAP 40033 Casalecchio di Reno (BO), CF
00317740371- VAT number 00502591209, represented by the General Manager Dr. David Vannozzi
(hereinafter Manager) (hereinafter collectively referred to as the Parties).

SUPERVISORY AUTHORITY

To submit a complaint to the competent data protection authority ( Guarantor for the Protection
of Personal Data ) you can access the following link

https://www.garanteprivacy.it/home/diritti/come-agire-per-tutelare-i-tuoi-dati-personali

CATEGORIES OF INTERESTED PARTIES

The data processed concerns the following categories of interested parties: students, teachers,
researchers, collaborators and all those who in various capacities have an institutional email
address.
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PERSONAL DATA PROCESSED AND LEGAL BASIS
1. Some or all of the following personal data is collected from the interested party by the contractor:

- One or more unique identifiers ( uid , schacPersonalUniqueld , eduPersonOrcid ,
eduPersonTargetedld , SAML persistent identifier );

¢ Recognition credential ( userPassword );

e Name and Surname ( sn, givenName , cn , displayName );

¢ Email address (email);

¢ Role in the organization ( eduPersonAffiliation , eduPersonEntitlement );

e Organization Name ( schacHomeOrganization , schacHomeOrganizationType )

2. Personal data collected directly from the interested party during normal use of the service:

e Preferences regarding consent to use Network Places;

e IdP service log records : user identifier, date and time of use, service requested, attributes
transmitted to the service;

e Log records of other services (http, Idap ,... ).

Personal data is collected and stored in Italy in accordance with the GDPR. Their processing is
necessary to provide the service.

PURPOSE OF THE TREATMENT

The purpose of data processing is to provide the federated authentication service in order to access
the Resources requested by the interested party.

To verify and monitor the proper functioning of the service and guarantee its security.

To fulfill any legal obligations or requests from the judicial authorities.

PROCESSING METHODS AND THIRD PARTIES TO WHOM THE DATA ARE
COMMUNICATED

In order to provide the service correctly, the Data Controller communicates to the suppliers of the
Resources to which the User intends to access, proof of authentication and only the personal data
(attributes) requested, in full compliance with the principle of minimization. .

Personal data are transmitted only when the interested party requests access to the third party's
Resource.

For purposes related to the fulfillment of legal obligations, some log data may be processed by third
parties (e.g. CERT, CSIRT, Judicial Authorities).

Personal data will also be processed by the Cineca Consortium as the external data controller.
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Personal data are processed with automated tools for the time strictly necessary to achieve the
purposes for which they were collected. Specific security measures are observed to prevent data
loss, illicit or incorrect use and unauthorized access.

DURATION OF DATA STORAGE

All personal data collected in order to provide the federated authentication service are retained for
as long as it is necessary to provide the service itself.

After 12 months from deactivation, all personal data collected or generated by the use of the service
will be deleted.

RIGHTS OF INTERESTED PARTIES

The subjects to whom the personal data refer, in their capacity as interested parties, may at any time
exercise:

The right to access data,

The right to request rectification, cancellation or limitation of processing,
The right to object to processing,

The right to data portability.

Furthermore, the interested party, pursuant to Art. 7 paragraph 3 of EU Regulation 679/2016, you
have the right to revoke your consent at any time, without however compromising the lawfulness of
the processing based on the consent given before the revocation.

To exercise the aforementioned rights relating to this procedure, the interested party may contact the
Data Protection Officer at the Magna Graecia University of Catanzaro.

DATA PORTABILITY

The Contractor may request the portability of data relating to digital identities, including credentials
and information relating to consent, which will be provided in an open format and pursuant to Art.
20 of the GDPR.

The portability service is free upon termination of the service.
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